PekomeHAyeMble npakTU4eckue mMepbl no obecneyeHUo UHGPOPMaALMOHHOW Ge3onacHOCTU
aABOKaTCKOM [OeATEeNbHOCTU (BKMOYas Mepbl Mo 3awurte UMHOpMaLUKU, COCTaBnAKOLIEN
npeameT afBOKaTCKOWN TalHbI)

LaHHbIl 0oKymMeHm Hocum HeoguuuarbHbIl xapakmep U HUKOUM 0bpa3oM He rnpomusopequm
r10/10XKEHUSIM, U3/10)KEHHbIM 8 PekomeHdayusix no obecriedeHuto adeokamckol madlHbl U eapaHmud
He3zasucumocmu adgokama rpu ocyuecmarneHuu adgokamamu rpogheccuoHabHoU 0esimeribHocCmu
(YmeepxxdeHbl peweHuem Cosema ®INA P®, 30.11.2009, lNpomokosn Ne3).

Bmecme ¢ mem, asmopamu rpedrnpuHsma rnorbimka 00noHUMb Mpakmu4Yeckue pekomeHoayuu rno
obecrieyeHuro adsokamckol malHbl, MPUHUMas 60 BHUMaHUe pacmywyto UHhopMamu3sayuro
CoB8peMEeHHO020 obwecmesa u y4Yumbigasi Mex0yHapOoOHbIl oribim 8 daHHOU cghepe.

Ommemum makxe, 4Ymo uUMeHHO adeokam 0bsi3aH MpUHUMamb Mepbl, Harpas/ieHHblIe Ha 3auwumy
dogepumenis om cumyayul, koz2da HeCaHKUUOHUPOB8aHHbIlU 0Oocmyn K malHe cmaHoeumcs
B803MOXXHbIM 10 Or/I0WHOCMU (HEOCMOPOXHOCMU) adgokama Usnu MoslydeHHas mpemsumu nuyamu
UHbopMayusi He3akoHHO ucrionib3yemcsi Ons  ¢ghopmuposaHusi dokazamesibcmeeHHol 6a3bl
068UHEHUS UIU UcKo8bIX mpebosaHud.

CopaepxaHue AOKyMeHTa

1. Nepenava nHdopmauumn B ycTHon chopme

2. ObpalLeHune ¢ nHpopMaLmen, cogepxallencs B hnsn4ecknx JOKyMeHTax

3. ObpaLleHre ¢ 3NeKTPoOHHOM MHGOPMaLMNEN, CoaepXaLLlencs Ha NEKTPOHHbIX NPUOopax 1 NHbIX
LUMPpPOBBIX HOCUTENSX

4. OnekTpoHHble Npubopkl 1 goctyn B UHTepHeT

5. Mepenaya nHdopmaumm yepes NHTEpHeT (3NEeKTPOHHbIE KOMMYHMKaLIMK)

6. O6nayHble U uHble Ny6nunyHble HTepHeT-cepBuChI

7. Pe3epBHOe KonNMpoBaHWe aneKkTPOHHOW MHopMaLmm

8. ApxuBupoBaHue, BO3BpaLLeHNE N YHUITOXEHNE UHOPpMaLnM U HocUTernen

9. BsaumopencTeume ¢ gpyrummn agBokaTamy U nepcoHanom

-

. Mepenaya nHcpopmaumm B yctHon chopme

1. OOwatbca ¢ [poBepuTeneMm crnegyeTr B MOMELLEHMsX, Mo3Bonslowmx obecnevntb
KOH(pMAEeHLMaNbHOCTb OBOLLEHMS, YTO MMeeT ocoboe 3HauYeHue ANs afBOKaTOB, OCYLLECTBIISIOLLMX
a[BOKaTCKyl0 OesTeNnbHOCTb B (hOPME afBOKaTCKOro kabwHeTa M MCMOnb3ylowmx Ans 3TUX Lenen
KUIble NoMeLLeHUs.

2. B TenemOHHbIX M WHbBIX rOMOCOBLIX pasroBopax (Hanpumep, yYepe3 WhatsApp, Viber u gp.) ¢
JoBepuTenemM He pekoMeHOyeTCs KacaTbCs BOMPOCOB, B KOTOpble He AOMKHbl BblTb MOCBSLEHbI
MOCTOPOHHUE, HE UCNOSb30BaTh «KIPOMKYHO» TENE(OHHYIO CBA3b.

3. MNpwn obLwieHnn c goBepuTenemM, Kak JIM4HO, Tak U No TenedoHy (Mfn NHLIM rofI0COBLIM COCOBOM)
afBoKaT AorXeH oTAasaTb cebe OT4YeT, YTO ero pasroBOp MOXET 3anucbiBaTbCA AoBepuTernem, a
TakKe NPOCNyLWMBAaTLCA UMK 3anUCbiBaTbCs TPETLUMU fULaMMK.

4, B cnyyae HeobxogumMoCTM AN 3awWuTbl OT MPOCNYLUMBAHMA afBOKaTy pPeKoMeHOyeTcs
ucnonb3oBaTb pasHble SIM-kapTbl Unu TenedoHHbIe annapaTbl, a NPU 006CYKAEHMN O0COB0 BaXKHbIX
Aen BbIKMoYaTb MOOUIbHEIN TeNegoH 1 BbIHUMATb U3 HEro 6atapeto NuTaHus.



2. O6palueHue ¢ nHcpopmaumen, cogepxalluencsa B huanvyeckux AOKyMeHTax

lNMpumeyarue. 100 cbusudeckumu OOKyMeHmamu roHUMarmcs MamepuasrbHble Hocumernu, Ha
KOMOopbIX UHGOpMaUus XpaHumcsi He 8 a5IeKmpPoHHOM (uughposom) sude, m.e. itobbie MUCbMEHHbIE
OOKyMeHmMbI, rnevyamHbie OOKYMeHMbI, ¢homoepaghuu, aHaso208ble ayouo3arnucu, 8eueCmMeeHHbIe
Ookazamenibcmea u m.0., eKmoYas usudeckue OOKyMeHmebl, repedaHHbie doeepumenemM u
adsokamckoe rnpou3eodcmeo.

1. dusnyeckne OOKYMEHTbl HEe OOJXHbl XPaHUTbCA UMK HaxoAuTbCA B MeCTax, rae ¢ HUMU CMoryT
O3HakKOMUTbCA, CKONMpoBaTb, NOBPeAUTb NN NOXUTUTb kLA, KOTOPbIEe He OOJIKHbI ObITb NOCBSILLEHbI
B coaepXaHune 3TX OOKYMEHTOB, B TOM 4uCrie aaBOKaTbl, MOMOLWWHWKMN N CTaXepbl aABOKaTa, MHble
COTPYAHUKN aiBOKaTCKOro 06pa3OBaHM$| N noceTutenn.

2. dusunyeckune OOKYMEHTbI HE OOJDKHbI XPaHUTbCA N HaxoauTbCA B MeCTax, rae nx Mmoryt cnyqaﬁHo
yBMOETb UMK NPpOYeCTb UX coaepXaHne nuua, Bxogdlime B noMmeLlleHune.

3. He ponyckaeTca pab6oTa ¢ U3MYECKMMU AOKYMeHTaMu (B TOM YuUCre WX YTeHue, U3ydeHue,
KOMMpoBaHWe) B OBLLIECTBEHHBIX U APYrMX MEcTax, B YCINOBUSAX, NMPU KOTOPLIX UX COoAepXaHue MOXeT
cTaTb U3BECTHO NOCTOPOHHUM NULIAM.

4. dunsnyeckne OOKYMEHTbl [OOJTKHbl XpPaHUTbCA B CJ'Iy>K66HbIX nomMmeLweHnAax, uncnosb3dyemMblX
aBoKaToOM O11A OocCyLlecTBrieHuna a[BOKaTCKOW OeATeNnbHOCTU Unn B AOpyromMm HagexHomMm MecTte, Kyaa
afgBokaTt umeet 6eCI'IpeI'I$|TCTBeHHbIl71 [ocTyn.

AnBokaT MoOXeT paGoTaTb C (PU3NYECKUMU AOKYMEHTAaMM B MHbIX MOMELLEHUAX MpU YCroBUK
OCTOPOXHOro 0bpalleHna ¢ HAMK. [pu 3ToM pekoMmeHayeTcs 6paTb C COGOM TOMbKO MUHUManNbHOE
KONMMYECTBO JOKYMEHTOB, HEOGX0AUMOE AMnsl OCYLLECTBMNEHUs NPoeCCMOoHanbHOM AeATENBHOCTY.

5. AnBokaT JorkeH ybpaTtb omanyeckme OOKYMEHThl B MECTO MOCTOSIHHOMO XpaHeHust cpasy nocre
3aBepLUEHUst HEMOCPEACTBEHHON PaGoThl C HUMM.

6. dusnyeckne OOKYMEHTbI, coaepXXalwne aaBoKaTCKume npounsBoacTBa, B OTHOLWEHUU KaXXOoro
pgoBeputena AOOJKHbl XpPaHUTbCA OTAENIbHO (a npun Heob6xogmMMocTM 1M angd yp.OﬁCTBa — [OOJTXHbI
XpPaHUTbCA OTAOENbHO OOKYMEHThI, coAepxallmne aaBoKaTCKknue npomn3soacTBa no Kaxaomy /J.eny). an
3TOM cbmsmqecme OOKYMEHTbI, coAepxalline npaBoByO aHAINMUTUKY (M3J'I0)K6Hllle I'IpaBOBOI7I no3nuun,
TaKTUKy, pekoMeHaauun un p.p.), OOJTKHbI XpaHUTbCA OTAEesIbHO OT OOKYMEHTOB, npencTtaBlieHHbIX
poBeputenem.

dusunyeckne OOKYMEHTbI, coaepiKallhe aaBoKaTCKne npom3soacTBea, HeOGXO.lJ.MMO XpaHUTb B nankax,
nMveroLnx HaKJ'IeI;IKy Unn Hagnucb: «AgBoKaTcKoe npoun3BoOACTBO. Co,qepmau.l.mem B aABOKaTCKOM
npon3BoAcCTBE CBEOEHUA COCTaBAKT OXpaHAEeMYK 3aKOHOM a[BOKaTCKyH TaﬁHy n He Moryrt
NCNoSb30BaTbCA B KA4eCTBE JoKa3aTenbCTB 06BUHEHUAY.

7. ®dusmdeckme OOKYMeHTbl (Nankym C afgBoOKaTCKMMKM MNPOM3BOACTBAMM) HEOOXOAMMO XpaHUTb B
cendax unu wkadax, MMerLL X NPOYHO yaepXKMBaeMyo Haknewnky unu Hagnuce: «B cendpe (wkady)
coaepxaTcsi CBefjeHUs1, COCTaBNAoLLME OXPaHSAEeMY0 3aKOHOM afiBOKaTCKyO TanHy».

8. Heobxogumo obecrnevnTb COXpaHHOCTb W 6e30nacHOCTb (PU3MYECKUX OOKYMEHTOB Npu KX
NepeMELLEHUN BHE XWIbIX W CHAYXEOHbIX MNOMELLEHUA, UCMOMb3yeMbIX [Afsi OCYLLECTBEHUs
afBOKaTCKOM faedATenbHOCTU. He pekomeHayeTcsa nepeHocuTb UNu nepeBo3vTb  usndeckune
OOKyMeHTbl 6e3 HeobxoanmocTu.



B cny4vae HeobxogMMocTw, pekoMmeHgyeTca nepemMeliatb TOMbKO MUHUManbHOE KOonn4ecTBO
OOKYMEHTOB, Heobxogumoe ans ocyulecTBneHuna I'IpOCbeCCMOHaJ'IbHOIZ 0eATenbHOCTU. I'Iepelvleu.l,eHMe
Cbl/I3W-IeCKMX OOKYMEHTOB HeobxoaMmo npon3BoauTb B nNankax c TakoW Xe Haanucblo, Kak u npu
XpaHEeHUN.

9. Mpy nepemelleHnn U3NYECKNX [OKYMEHTOB MELUKOM WNM Ha O6LLECTBEHHOM TpaHcropTe,
JOKYMEHTbI HE AOIKHbI GbiTb Ha BMAY WM AOIMKHbI ObiTh YGpaHbl B CyMKY WUNu nopTderb, KOTopbIii
JOJDKEH MOCTOSIHHO HaxoAWTbCA B pyKax UMM, Kak MAHUMYM, B Morie 3peHust U He ocTaBaTbcs Ges
npucMoTpa [0 Tex Mop noka AOKYMEHTbl He OyayT [OCTaBrneHbl B MECTO HasHayeHusl C Lenbio
NpeaoTBpaLLEHNs X YTEPU, MOBPEXOEHNS UMW XULLEHUS.

Takum e 06pa3oM AOMKHO MPOM3BOAUTLCA NepemMelleHne MU3NYEckUX AOKYMEHTOB Ha NUYHOM
TpaHcnopTe (aBToMobune). dusmyeckne AOKYMEHTbI He [AOIMKHbI OCTaBaTbCA B aBToMobune Ges
NpUCMOTpPa, 3a UCKIMIOYEHNEM CIyYaeB, koraa aTo noTeHumansHo 6e3onacHee, 4em B3ATb UX C COBOIA.
3anpellaeTca ocTaBNATb 4OKYMEHTbI B aBTOMOGUE Ha HOYb 1N 6onee AnUTenbHbIR CPOK.

10. an/l KonnpoBaHun, CKaHpoBaHUN UNK pacnedaTtke OOKYMEHTOB Heob6XxoQMMo 3HaTb O TOM, YTO
CoBpeMeHHaaA TexHuKa (I'IpI/IHTepr, CKaHepbl, KOI'IMpr) MOXET COXPaHATb KOMNMM OOKYMEHTOB B cBoen
OI'IepaTMBHOﬁ namaTn nnn Ha BCTPOEHHOM XXECTKOM AUCKe.

11. Bo wusbexaHne BO3HUKHOBEHUSI KOH(PMWKTOB W CMOPOB MO MOBOAY BO3MOXHOW YyTpaTbl
OpUrMHanbHbIX  JOKYMEHTOB  PEKOMEHOYEeTCA MO  BO3MOXHOCTU He  XpaHUTb  OpurnHarnbl
npeaocTaBneHHbIX AOBEPUTENAMU OOKYMEHTOB, @ CHUMATb C HWUX konuu. OpuriHanbl JOKYMEHTOB
LenecoobpasHo 3aTpeboBaTth y JOBEpPUTENS TOMbLKO MO Mepe HeoOXOAUMOCTU, KOrAa OHWU AOSKHbI
ObITb NpeAcTaBneHbl B CyA UK MHble opraHbl. PekoMmeHayeTcs MMCbMEHHO oukcmpoBaTth nepegadvy
TaknUX JOKYMEHTOB OT AOBEPUTENS aBOKaTy 1 HA0OOpPOT.

3. O6palleHMe ¢ 3NeKTPOHHOM MH(OopMaLMen, cogepXKalleMCA Ha 3NEeKTPOHHbIX Npudopax u
MHbIX LIM(PPOBbLIX HOCUTENSAX

lMpumeyarue. 100 anekmpoHHbIMU pubopamu MOHUMaOMCs KOMIbMepbl, HOYym6yKu, rniaHwemsl,
CMapmaoHbl U UHble rpubopsl, npedHa3HadyeHHble Ors XpaHeHus, obpabomku u nepedayu
UHebopmauyuu, npedcmaesrieHHOU 6 3arekmpoHHoMm eude. [1od yugposbiM Hocumesiem 8 OaHHOM
pasdernie MoHUMarOMCcsi MamepualbHble HOCUMesU, Ha KomopbiX UHGhopMauyus XpaHumcs 8
a5IeKMpoHHOM (Yugbposom) sude, m.e. CbeMHble Hocumernu uHgbopmayuu, rew-kapmsi namsmu,
xxecmkue dOucku, Auckembsl U dp. L{ugpposoli Hocumernis moxem Obimb cocmagHol Yacmbro
3/1eKMPOHHO020 npubopa, Harnpumep, xecmkull OUCK KoOMrbomepa unu Hoymoyka.

1. K QNEKTPOHHbIM npw6opaM n LLI/ICprBbIM HOCUTENAM, B CUNy TOro, 4YTO OHU ABNAKOTCA
MaTepuanbHbiIMM npegmMeTamMmu, NnpuMeHuMbl BCe obwme npasuna pasgena 2, TONMbKO NUWb C
HEeKOTOpbIMM MonpaBkaMn Ha TO, 4TO MHCbOpMaLlMﬂ Ha HUX XpaHUTCA B OIJNIEKTPOHHOM BMAeE.
Heobxogmmo npuHAMaTb BCE NepedvYucrneHHble B paspene 2 Mepbl MO npeaoTBpalleHno yTepu,
nospexaeHna mnn XueHuna I3NEeKTPOHHbIX I'IpM60pOB n LlM(*)pOBbIX HocuTenen npun nx XpaHeHuu,
pa60Te C HUMU N nepemMeLLeHnN.

2. OneKTpoHHbIe NpUGoPLI, MMEILWNE 3KpaH (HOYTOYKU, NNaHLWeTbl U Ap.), He AOMKHbI pa3MeLlaThes
Tak, 4TobObl copepkaHue 3KpaHa MOINM CcryyaiHo YBMAETb WM MPOYECTb MOCTOPOHHME nuua,
0COBEHHO Npu paboTe C HUMMU B OOLLECTBEHHbLIX MECTaX.



B o0LiecTBEHHbIX MecTax u npun obweHun ¢ pgoBeputenemM He pekoMeHOYyeTCA KnacTb niaHweT unn
CMapTCbOH Ha CTOon UM NHYyK NOBEPXHOCTb 3KPaHOM BBEpPX. PeKomer.yech y6paTb ero B CyMKy unm
KapMaH Unm Xe nonoXxuTtb 3KpaHOM BHUS.

3. OnekTpoHHbIe NpMBOPLI N LU POBbLIE HOCUTENW OOMKHBI UMETb MPOYHO yAEepXKMBAEMYI0 HaKIEenKy
unu Hagnuck: «AgBokaTckoe npoumsBoacTeo. CopepxalumMecss B afBOKaTCKOM NpPOM3BOACTBE
CBeeHUs1 COCTaBMSAIT OXPaHAEMYyl 3aKOHOM afBOKaTCKyt0 TaiHy W He MOryT UCMONb30BaTbCs B
KayecTBe [oKkasaTenbCTB OOBMHEHMS». B cnyyae manbix (usM4eckux pasmepoB LMDPOBOro
HocUTENs Haanucb MOXeT ObiTb cokpaweHa p[o «AgBokatckoe npoussoactso. Coaepxut
a[lBOKaTCKYI0 TanHy».

4. Ocobyl0 OCTOPOXHOCTb HY)XHO MNpPOSABNATbL B OOpalleHUM C 3NEKTPOHHbIMKM npubopamn u
UMPOBLIMM  HOCUTENAMM, CcopepXawumm 6Gonblive o6beMbl WHOpMauUuW, OTHOCALLENCa K
a[BOKaTCKOMY NPOW3BOACTBY MO Aenam 60MnbLIoro KonmydecTsa AoBepuUTenen 3a AnuTenNbHbIN Nepuos
BpeMeHu (Hanpumep, HOYTOYK afBokaTa, Ha KOTOPOM XPaHATCA martepuanbsl Nno BCeM fenam 3a
HECKONbKO NeT). YTepsa nnmn pacnpoctpaHeHne nHdopmaumm, cogepxallencs Ha JaHHOM LudpoBOM
HocuTene, MOXeT NoBreyb 3a cobon cepbesHble NOCNEeACTBUS.

5. KpalHe »>xenaTtenbHO ANs OCYLLEeCTBNEHUA MpodheCcCMoHanbHON OeATeNbHOCTM MCNOoSb30BaTb
OoTOenbHble 3NEKTPOHHbIE NPUBOPLI, coaepalume TonbKo MHpopMaLuuio, CBA3aHHYIO C a[BOKATCKOWM
OesaTenbHOCTbIo. Ecnu 3To HEBO3MOXHO, NUYHYO MHOPMaLNIO U JOKYMEHTbI HEOOXOAUMO XpaHUTb
OTAENbHO OT a4BOKATCKOro NPON3BOACTRA.

OneKTPOHHblE NPUBOpPLI, UCMoMNb3yeMble Ans NPodeccHoHanbLHON AeATENLHOCTU, He PpekoMeHayeTcs
BbIHOCUTbL 6e3 HeoBXoANMOCTU 3a Mpeaenbl XUMbIX U CRYKeBHbIX MOMELLEHUI, NCMOoNb3yeMblX A
OCYLLECTBINEHNS afBOKaTCKOW AeATENBHOCTH.

6. PekoMeHOyeTCa XpaHWUTb BCHO 3MNEKTPOHHYIO MHOpMauuio B 3awmndpoBaHHOM BuAae, ANA 4ero
ncnonb3oBaTh creynansHoe nporpaMMHoe obecnedyeHne Ans WnposaHms oTaenbHbIX hannos nnm
ANCKOBbIX pasgenoB. PekomeHayeTcs MCNoNb3oBaTh WM poBaHNE AUCKOBLIX pasfaenos LenukoMm, B
TOM umncne WngpoBaHMe CUCTEMHOIO pasaerna KOMMbOTEPOB U HOYTOYKOB.

Pe3epBHblil Napornb UK AUCK AN aBapuitHOro AelundpoBaHUs MHGOPMaLM HeOGXOAMMO XpaHUTb
OTAENbHO B HAAEXHOM MecTe, Kyfa afBokaT MMeeT GecnpensTCTBEeHHbIA 4OCTY.

7. CneayeT KkpalHe OCTOPOXHO OTHOCUTBCS K MWCMOMb30BaHWI0 LUQPOBLIX HOcUTENen, He
npuHagnexawmux ageokaty (B TOM uucrie, MNpuUHagnexalmx LOOBEpUTENio), Tak Kak ykasaHHble
HOCUTENW MOTYT CoAepXaTb BUPYCbl UMW BPEAOHOCHOE/LUMUOHCKOE NporpaMMHoe obecneyeHue.

4. dnekTpoHHbIe Npubopbl 1 aoctyn B UHTepHeT

1. [ocTyn ko Bcem 3neKTPOHHbIM NpubopaM AOoMKeH ObiTb 3alMLiEH MaponeM WM CKaHepom
oTneyaTkoB nanbueB (OOMNyckaeTcs UCMONb30BaHME UHbIX  GUOMETPUYECKUX  TEXHOMOTUIA).
PekomeHayeTcsa Mcnonb3oBaHWe naposiei, CoCTOSLLMX He MEHEE YeM U3 8 CMMBOJSIOB, BKITHOYAIOLLMX B
cebs1 GyKBbI, CTPOYHbIE U MPOMNUCHbIE, LNdPbI U crieumansHbie CUMBOSbI.

He ponyckaeTcs vMcnonb3oBaHWe OAMHAKOBbLIX Maponer Ang AoCTyna K pasfuyHbiM 3MeKTPOHHbIM
npubopam.

2. Ha Bcex aneKkTpoHHbIX Npubopax HeobXoauMO HACTPOUTb PEXUM aBTOMAaTUYECKoW GrOKUPOBKU B
cnyyae HeWcnonb3oBaHus MNpubopa B TeYeHMe OrpaHUYeHHOro BpPeMeHU (He Gonee HEeCKOMNbKUX



MUHYT); ONA BblBOAA M3 pexuma GroKMPOBKM AOMKeH TpeboBaTbCa BBOA Maporns WNuM oTnedarka
nanbua.

3. Bce wucnonbayemble 3MeKTPOHHble NPUOBOpPbI: CEpBEPbI, KOMMbIOTEPbLI, MMaHLWWeTbl, CMapTOHbI
JOJDKHbI ObITh 3aLULLEHbI PerynsipHO OGHOBMNSIEMbIM aHTUBMPYCHBIM NPOrpamMMHbIM 0GecredeHnem u
ceTeBblM 3KkpaHOM. OnepauMoHHasi cucTemMa Ha  KakOOM  3MNeKTPOHHOM npubope  AomkHa
CBOEBPEMEHHO OOHOBNSTLCS, OOHOBINEHUS CBSI3aHHble C 6e30MacHOCTLI0, AOMKHbI YCTaHaBNUBaTLCS
MaKCcUMMarnbHO ornepaTvBHO. [lorkHa NpPOBOAUTLCA perynspHas npoBepka BCEX SNEKTPOHHBIX
NpMGOpPOB Ha Hanu4ne BUPYCOB

Ocobylo OCTOPOXHOCTb HEOBXOOAUMO MPOSBUTL MPU CKadmBaHuM hannoB u3 MHTepHeTa munun npu
NonyyYeHnn Nx No NeKTPOHHOM novte. Heobxoammo NpoBepsiTb OCTOBEPHOCTb UCTOYHUKA (calTa), C
KOTOPOro ckauymBaetcsa dann. 3anpeluaetcsa OTKpbiBaTb MMM 3anyckatb hannbl, MNOfyYeHHble K3
HEN3BECTHOrO NN HEQOBEPEHHOIO UCTOYHUKA (HanpMMep, C He3HaKoMOro agpeca e-mail).

4. Joctyn B WHTepHeT (B TOM 4ucne, B XWUMNOM MOMELLEHUN) OOMmKeH OblTb OpraHu3oBaH 4vepes
CETEBOW 3KpaH, YCTAHOBMEHHbIA NGO HEenocpeacTBEHHO Ha 3MEeKTPOHHOM Mpubope nuBo Ha
MapLupyTusaTope, obecneuvBatoeM Bbixod B WHTEpHET BCEM 3MEKTPOHHbIM Mpubopam B
nokanbHon cetn. [na nokanbHblX Wi-fi ceTen pekoMeHayeTcs paspellnTb MOAKMYEHUE K CEeTU
TONbKO onpeaeneHHoOMy NepeyHto areKTPOHHbLIX NpubopoB (Ha ypoeHe MAC-agpecos).

5. He pekomengyeTcs 6e3 KpalHel HeobxoAuUMOCTM WCMONb3oBaTh OOLECTBEHHble ceTu Ans
poctyna B VIHTepHeT, B TOM yucne 6ecnnatHbln unu nnaTHeli wi-fi 4ocTyn B 06LLECTBEHHbIX MecTax
(kadbe, pecTopaHax, roctuHuuax, asponoptax M T1.4.). Ocobo onacHbIM SIBNSETCA MCNOMb30BaHWE
06LLEeCTBEHHLIX KOMMbIOTEPOB, PACMONOXEHHbLIX B KOMMBLIOTEPHbIX KIy6ax 1 MHTepHeT-kade.

6. HeobxoamMmo cocTaBuTb M NoadepXuBaTb akTyanbHbI NepevyeHb BCEX 3MEKTPOHHLIX NpuBopos,
MCnonb3yemblX AN OCYLLECTBIEHUA afBOKaTCKOW AeATEeNIbHOCTU C yKasaHWeM CEepUHOro Homepa.
Mpu HanWuMM TEXHUYECKOW BO3MOXHOCTM, aKTUBMPOBaTb B 3MEKTPOHHLIX Npubopax ¢YHKLUIO
AVCTaHUMOHHOrO yaaneHus Bcel MHGOpPMaLMn Ha criydaid UX yTepu U Kpaxu.

5. Nepenayva nHcopmaumnm Yepes UHTepHeT (INEKTPOHHbIE KOMMYHUKaLUK)

1. Mpu nepepayve wHdopMauun 4Yepes WHTepHeT agBokaT [OMKEH oTgaBaTb cebe OTveT, 4To
nepegaBaemas MHopMauus Npu onNpeaeneHHoOM CTeYeHUM 0BCTOATENBCTB MOXET CTaTb AOCTYMHOW
TPETbUM nnuam.

2. PeKOMer.yeTCFl nepegaBatb  3JIEKTPOHHYIO MH(*)OpMaLlMIO no SJ'IeKTpOHHOﬁ noyte B
3aLLIMCprBaHHOM Bunoe, AnAa 4yero ncnonb3oBatb cneuuarbHoe nporpaMmmMmHoe obecneyeHue. I'Iaponb
ana p.eLLII/ICprBaHI/IFl I/IHCt)OpMaLLI/II/I HUKOraa He O0IKeH nepegaBaTtbCA B TOM Xe NucbMe.

3. an/l ncnonb3oBaHUn SﬂeKTpOHHOﬁ NOYThbI KpaﬁHe OCTOPOXXHO CTOUT OTHOCUTbCA K CUCTEeMaM
aBTOMaTU4YeCKMX nNoACKa30oK TMpu Bbl60pe agpecata And Toro, 4YTOObI UCKMOYUTL OTnpaBky
coobLeHnsa Ha qy>|<0|?1 agpec. Takke Heobxogmmo ¢ OCTOPOXXHOCTbIO MUCNONb30BaTb MNMOJiA agpecoB
Konmnm m CKprTOVI Konun B cOOBLLLEHMSIX SJ'IeKTpOHHOﬁ NOYThbl.

4, |_|pI/1 ncnosb3osaHnn SJ'IeKTpOHHOﬁ NOYTbl Ha NnaHweTe unn cmapchOHe HeobxoauMOo 3aWnTUTb
ero naponem, TakKke pekomMmeHayeTCcda UCNoNnb3oBaTb LLIMCprBaHMe BCero cogepXxumoro nnaHweTta
nnun CMapTCbOHa, €CIM 3TO BO3MOXHO.



5. PekomeHOyeTCs OTKMOYUTL Ha 3KpaHax NMaHLWeToB U cMapTgOHOB COoobLLEeHMs, BCMnbiBalOLWme
aBTOMaTUYECKM Npu MX nonydveHun (ysegomnenums SMS, coobuweHns WhatsApp, Viber, Facebook
Messenger u gp.).

6. O6nayHble U UHbIe Ny6nuyHble UHTEepHeT-CepBUCHI

1. Tlpn ucnonb3oBaHMM Y4YeTHbIX 3anucen nyonuuHbiXx cepBucoB AHgekc, Google n  apyrux
pekoMeHAyeTCs BKMOUYNTb ABYX(aKTOpHYI0 aBTopu3aunto (4ONOMHMTENbHOE NOATBEPXAEHME Napons
no SMS).

He ponyckaetcs Mcrnonb3oBaHWe OAMHAKOBLIX Naponen Ans AoCTyna K pasfuyHbIM NyGnuyHbIM
WHTepHeT-cepBucam.

2. KpaiiHe HexenaTternbHO MCMOonb30BaTh ObnayvHble CEPBUCHI AN XpaHeHUs 1 nepegadn dannos,
Takve kak Angekc.duck, Google Drive, Dropbox n gp. BBMAy TOro, YTO HEU3BECTHO, AOCTYMNHbI NK
hansnbl, XpaHALWMECHA B HUX, TPETbUM NuUuaM, yaansaTca nu dannbl hakTuyeckn npyu ux yaaneHun B
cepBuce u T.4.

Mcnonb3oBaHue Takmx CepBMCOB JornyckaeTcs TOMbKo ecnu  dannsl  3awmndpoBaHbl  C
MCMONb30BaHWEM CMeumanbHoro nporpaMmHoro obecnevyeHuss Ans  Toro, 4Tobbl MOMHOCTHIO
NCKMIOYNTb BO3MOXHOCTb HECaHKLIMOHNPOBAHHOIO AOCTYNa K MHpopMaLuun, cocTasnsioLen npegmeT
a[BOKaTCKOW TalHbl.

7. Pe3epBHOE KONUPOBaHWe 3NEKTPOHHOW UH(opmMaLmu.

1. Heob6xoamMmo opraHu3oBaTh perynspHoe pe3epBHOe KOMMPOBaHWE 3MeKTPOHHOW MHdopMaLum Ans
TOro, Ytobbl 0GecneunTs HesaMeanuTeNlbHOe BOCCTAHOBMIEHWE MHGOPMaLMK, MOAU(ULIMPOBAHHON
UM YHUYTOXEHHON BCNEACTBME TEXHWYECKOTo CBOA UMM HecaHKLMOHWPOBaHHOTO AOCTyna K Heit
TPETbUX MWL,

PesepBHble Konuu MHOPMaUMU He AOMKHbI XPaHUTbCA Ha HOcuUTene, OOCTYN K KOTOpoMy (Kak
NOTUYECKUI, Tak U (PU3NYECKNA) UMEIT nuua, KOTopble He OOMKHbI UMeTb AOCTYM K AaHHOW
nHpopmaLmmn. PekomeHayeTcss MCMonb3oBaTh LUNGPOBaHWE PE3epBHLIX KOMUIA C UCMONb30BaHUEM
crneumnansHOro NporpaMMHoro obecrneyeHus.

2. PeKomeH/J.yech MMETb [OONONHUTENbHbIE pe3epBHble KOMMM Ha HOCUTeNnAxX BHE nomeLLeHnin
aBOKaTCKOro 06pa3OBaHM$| N MHbIX NOMELLEHUN, ncnonb3dyemMmblX agBOKaTOM AnA OCyLleCTBreHUA
aJBOKaTCKOM OeATENbHOCTU Unu B 06naYvHbIX cepBucax.

an 9TOM pe3epBHble KoM [OOJIKHbI ObITb 3aLIJM(*)pOBaHbI C wucnonb3oBaHMEM chneunanbHOoro
nporpamMmmHoro obecneyeHus ana TOro, YTOObI NOJTHOCTbIO NCKIMIOYUTb BO3MOXHOCTb
HeCaHKLUMOHMPOBAHHOIO OCTyNna K I/IHCt)OpMaLLI/lI/l, coCTaBnswoLLen npeamMeT aBOKaTCKOW TaWHbI.

8. ApXMBMpOBaHMe, BO3BpaweHne U YyHN4ToxeHume MH(bOpMaLI,VIVI M HOCUTenen

1. MNocne 3aBepLUeHUsT BbIMNOSTHEHWST YCIOBUIA COrMnalleHnst ¢ goBepuTenem uanyeckne OOKYMEHTbI
Heob6X0AMMO NMOMECTUTb B apXMB, MECTO PacCMoOSIOKEHUS1 KOTOPOrO U MOPSAOK XpPaHEHWUsI JOKYMEHTOB
B KOTOPOM TaKkKe OnpefenstoTcs ¢ ydeTom TpeboBaHui pasgena 2. OnekTpoHHast MHgopmaums
OOIKHa ObITb NOMELLIEHA B SNEKTPOHHBIM apXmB ¢ y4eTom TpeboBaHun pasgena 3.



Opwrvmanu cbmswqecmx OOKYMEHTOB, nepenaHHbIX aoseputenem, OOJMKHbI ObITb €My BO3BpalleHbl,
CbaKT nepenadvun OorxeH ObITb 3a('.t)I/1KCI/1pOBaH NMNCbMEHHO.

ApBokaTckoe npon3BOACTBO cneayeT XpaHUTb HE MeHee TpeX NeT C MOMeHTa BbINMOJIHEHUA yCﬂOBMVI
cornaweHusa.

2. D,OKyMeHTbI n Mchopmame, B XpaHeHUN KOTOpPbIX HET Heo6XoaMMOCTN, OOMMKHbI YHUYTOXaTbCA.
dusnyeckme OOKYMEHTbI (33 NCKINoYeHnemM opurnHanoB OOKYMEHTOB, nepefaHHbIX p.OBepMTeJ'IeM)
OOJIKHbl YHUHTOXaTbCA B cneynaribHOM yCTpOIZCTBe.

aﬂeKTpOHHaﬂ MH(*)OpMaLlMﬂ OOJKHa yaandTtbCd, B TOM 4YUCNe U U3 «KOP3UHbI». HacTosteneHo
pekoMmeHOyeTca ucnonb3oBaHne cneunanbHOro nporpaMmmMmHoOro obecneyeHns OnNsa  HageXHoOro
yaaneHua cbaﬁnoa, MCKNr4arLwiero BO3MOXXHOCTb X BOCCTaAHOBITEHUA.

3. KpaHe He pekomeHayeTcs oTAaBaTb (MM npoAasaTtb) KOMY-NMBO UMdpPoOBbLIE HOCUTENWN,
ncnonb3oBaBLUNECs ANS OCYLWEeCTBMNEeHUS aaBOKaTCKOM AeATenbHOCTU, TaK Kak Adaxe yadareHHas
nHdopmauns nNoTeHunansHO MOXeT BbiTb BOccTaHoBrneHa. epen yTunusauven takme umdpoBble
HOCMTENMW criegyeT YHUUTOXaTb MNU MoBpexaaTe u3ndeckn, Y4ToObl UCKIOYUTL BOCCTaHOBIEHMWE
copepkaBLUencs Ha HUX MHopMaLnn.

9. Bsaumopencrteue ¢ ApyrmMmn agBokKkatamum U nepcoHasromMm

1. Mpw coBellaHuy C ApyrMMK agBokaTamMu OTHOCUTENbHO BedeHus Aena 3anpeliaeTca coobuaTb
MHGOPMaLMIO, COCTaBMSAOWY MNpPeaMeT afBoKaTCKoW TaWHbl, 63 MUCbMEHHOro cornacus
[0BepUTENS.

2. Bce coTpyOHUKM aaBOKaTCKOrO 06pa3oBaHUA MpU MPUHATUM WX Ha paBoTy [OOMkKHbl BbiTh
npeaynpexaeHbl 0 HeOOMyCTUMOCTU pasrmalleHns aaBOKaTCKOW TaWHbl U [0 HUX OOMKHO ObliTb
[I0BEIEHO CofiepXKaHne HacCTOSALLMX PEKOMEHAALINN.

3. Bce coTpyaHukM apBokaTckoro obpa3oBaHUsi OOIMKHbI GbiTb MPOMH(OPMUPOBAaHBI O TOM, YTO
nctpeboBaHWe OT HWX, Tak e Kak M OT ajBokata, WMH(OpMauuW, CBA3aHHOM C oOKasaHWem
IOPUANYECKO MOMOLLM, HEe JOMyCcKaeTcs.

4. CoTpyOoHUKM adBOKaTCKOro o6pasoBaHUA OOMKHbI Cpa3y e COoOBLWMUTb PYyKOBOAMTEHO
afBokaTckoro o6pasoBaHMst O CTaBLIMX MM W3BECTHLIM CMyyasx HapylleHuss MHAOPMALIMOHHON
6e30MacHOCTU, B TOM YUCIE Kpaxke UMn yTepe PU3MYECKUX OOKYMEHTOB, 3MEKTPOHHbLIX NpuGopos U
LIMPPOBLIX HOCUTENEN, MOMbITKAX HECaHKLMOHMPOBAHHOIO AOCTYNa K MHpopmaLum 1 T.4.

5. Ocoboe BHMMaHMe HeoGXOOMMO YAENMUTb 3almuTe WHOPMauuKu, LOCTYMNMHOW CUCTEMHOMY
afMUHUCTPaTOpy U GyxranTtepy.

6. lNpu yBONMbHEHWM COTPYAHMKA apBokaTckoro obpasoBaHWsi, HeobxoOAuMO cpasy Xe MPUHSTb
TEXHUYECKME Mepbl MO 3anpeLleHnio emy OCTyna K NokanbHOW CeTu afBOKaTCKoro obpasoBaHus,
3MNEKTPOHHOW MoYTEe U MHOW MHGOPMaLMK, CTaBLLEN eMY AOCTYNHOW BCNEeACTBUE BbINONTHEHUS CBOUX
obsizaHHOCTEN.

KoHTakTbI aBTOpOB:

MeTtp MNycatHukos, p.gusyatnikov@gmail.com, +7 (903) 798-34-05



MonuHa NycatHukoea, p.gusyatnikova@gmail.com, +7 (926) 592-69-76



